Abstract-Steganography is the technique for exchanging concealed secret information in a way to avoid suspicion. The aim of Steganography is to transfer secrete message to another party by hiding the data in a cover object, so that the imposter who monitors the traffic should not distinguish between genuine secret message and the cover object. This paper presents the comparative study and performance analysis of different image Steganography methods using various types of cover media ((like BMP/JPEG/PNG etc.) with the discussion of their file formats. We also discuss the embedding domains along with a discussion on salient technical properties, applications, limitations, and Steganalysis.
I. INTRODUCTION
In today's world, data security issue has got the top priority as millions of users are frequently transmitting and receiving data. Steganography is a communication method to reduce the risk of attack during transmission over communication media. Steganography was introduced with the example of "Prisoner's secret message" by Simmons in 1983 [10] . Mostly all type of files, like image, text, audio, and video can be used as carriers for the Steganography. However, the more suitable medium are those with a high degree of redundancy; therefore the ideal format especially recommended are image and audio files. Text Steganography is used very rarely because text file consists of small amount of redundant data. Audio and video are also more complex to use compared to images, hence Image Steganography is the more popular choice for researchers for hiding information. The image, which is used to hide the secret message is called Cover-Image, information or data that is getting encoded is called Hidden Data and the cover image encoded with hidden data is called Stego image as shown in Fig. 1 . Stego image is a combination of cover image plus hidden data.
This paper presents a survey of Steganography algorithms based on various image formats. The paper is organized as follows. Section I includes the introduction and technical properties of Steganography, applications, limitations, methods, and Steganalysis. Section II presents Steganography cover image formats, their methods/techniques and color model information of each image format. Section III describes the literature review of recent Steganography techniques. Section IV is devoted to comparative analysis. Finally, we wrap up the discussion in Section V. 
A. Applications and Limitations
Steganography is very effective for hiding information and can be used for a number of applications like social, scientific and governmental applications. However, as always, every technology may also have some downsides. Steganography can also be misused for unlawful activities; some constraints are also encountered in using Steganography. Following Table 1 shows some applications, while a. Steganography is useful to transfer the secret message from source place to destination place. b.
Steganography is also used to store and to transfer the information of secret location. c.
Steganography can be used for secure online voting.
d. It can be used for private banking. e.
It can be used for the military purpose. 
B. Steganalysis
Steganalysis is an art of breaking Steganography method to expose the existence of secreted information. Fig. 2 . shows the example of Steganalysis process. Steganalysis has two approaches, one is 'specific Steganalysis' (specific for spatial domain or specific for JPEG) and the second one is 'universal Steganalysis' (for all types of image format). It will not go through the specific Steganalysis category over the Internet, because one cannot judge which type of format is being used by the transmitter. In specific Steganalysis approach, the embedding method is already known; whereas universal Steganalysis approach is not aware of any prior knowledge about the embedding method [32] . Steganalysis can also be used to measure the robustness of Steganography method. [30] . Several Steganalysis approaches are presented by researchers in [33 -38, 42] . Steganalysis process is generally consists of six basic steps as shown in Fig. 3 . Steganalysis senses suspected object over the Internet to break the Steganography method. The pre-processing step may apply image processing on the set of data images, for example, converting an image from color to greyscale or transformation or cropping or compression. Steganalysis process also reduces dimensions of an image if required. The features should be rather different from the image without hidden message and for the stego-image. The larger the difference, the better the features are. The features should be as general as possible, i.e. they are effective to all different types of images and different data hiding schemes. Feature extraction, classifier design is another key issue for Steganalysis and the performance of a Steganalysis system. Combination of feature extraction and classifier design is evaluated by its classification success or error rate. [50] . Selection and design of the classifier are performed, based on extracted features. Steganalysis train the classifier according to the format required. In Steganalysis, classification is used to classify the set of the data object into the original data object and stego object. Some open source Steganalysis tools available are StegSecret, OpenPuff, StegDetect, StegBreak, StegSpy, Hiderman, Jsteg-shell, Jsteg-shell, JPhide and Seek, Camouflage, F5, Steganography Analyzer Real-Time, JPHide, JPegX, StegExpose.
II. STEGANOGRAPHY COVER IMAGE FORMATS
This section presents the discussion on various Steganography image file formats, their color models and different steganography methods / techniques used for various formats.
All the image formats consists of dissimilar characteristics, all contain different header information. The core difference between them is the amount of compression. For example, 24 bit RGB color image Secret Object Statistics TV  TV  TV  TV  FV  TV  TV   FV  FV  FV  TV  FV  FV 
Cover Object Statistics

A. JPEG (Joint Photographic Experts Group)
JPEG is one of the most commonly used image file formats. It is most widely used in digital cameras, memory cards, web pages, and image processing because JPEG format can compresses the image data into smaller file size and has low risk of attacks. JPEG uses lossy compression, which is a strong downside of it also. The error level is restricted to be below the perception threshold of human observer level. It does not allow editing and restoring images repeatedly, because more quality is lost every time you save an image in JPEG format. The signal delivered to the encoder is normally additive colours red, green and blue which are transformed into YCbCr components. JPEG uses the Huffman coder to encode the AC coefficients and differential encoding for the DC coefficients. It does not allow editing and restoring images repeatedly, because more quality is lost every time an image is saved in JPEG format. 
C. PNG (Portable Network Graphics)
PNG is used when we need a small file that maintains its original quality. It was designed especially for transferring images over the Internet. It supports a number of colors plus a varying degree of transparency. Transparency in the image allows an image to be moved or copied onto any other background image. PNG supports indexed color, grayscale and RGB. It supports palette-based images of 24-bit RGB or 32-bit RGBA colors, grayscale images, and full-colour non-palettebased RGB images. PNG is a lossless data compression. This means that all the data on the image is stored when the image is compressed, means there is no change in resolution. The PNG file always has first 8-byte signature values as shown Table 5 and four parts of chunks as shown in Table 6 . Table 5 . PNG file with 8-byte Signature.
Field Values Purpose Of Hexadecimal values
Hexadecimal 89 It has the high bit set to identify transmission systems, it do not support 8-bit data and to reduce the chance that a text file incorrectly interpreted as a PNG, or vice versa.
Hexadecimal 50-4E -47
It permitting an individual to identify the format without difficulty if it will viewed in a text editor.
Hexadecimal
0D -0A
A DOS-style line ending to detect DOS Unix line ending conversion of the data.
Hexadecimal 1A A byte that halts display of the file in DOS when the command type used the end-of-file character.
Hexadecimal 0A A Unix-style line ending (LF) to detect Unix-DOS line ending conversion. 
D. TIFF (Tagged Image File Format.)
TIFF format was developed in 1986 by an industry committee chaired by the Aldus Corporation. TIFF file extension is ".tiff" or ".TIFF". TIFF can handle a number of images within a single file. It is lossless format means it is an uncompressed file format when the image is compressed, there is no change in resolution. TIFF permit editing and resaving of the images without compression loss. TIFF offered options to use tags, layers, and transparency, and are compatible with photo manipulation programs like Photoshop. TIFF is the best choice if you need to edit the digital image. TIFF supports bi-level, grayscale, palette-color, and RGB full-color images.
E. Colour Models for Image Formats
A color model is a system for creating a whole range of colors from the basic colors. RGB and CMYK are the two common models used for image processing in Steganography. Overview of some more color models are given below.
 CMYK model CMYK model (cyan-magenta-yellow -black). CMYK model uses the printing ink and here colors are the result of reflected light.
 RGB model
The RGB model uses light to display color. RGB color model consists of three basic colors red, green and blue. Light is added together in various combinations to reproduce a wide number of colors. The main purpose of the RGB color model is in the display of images on computer or TV. RGB model is an additive color model. Bitmap images used RGB model.
 HSV model
Hue means tint or tone, which is produced by "lightning", in terms of their shades of saturation and their brightness values. It is used in color editing software, but not in image analysis. Hue (h) color type ranges from zero to 360 degree, saturation color ranges from 0 to 100 % and value of brightness (v) ranges from 0 to 100 %. HSV and HSB model is same. 
 NCS model
The Natural Color System (NCS) is based on six colors that cannot be used to describe one another: white, black, red, yellow, green and blue; unlike RGB or CMYK model.
 Indexed colour
The color of each pixel is represented by a number. Each number called index corresponds to a color in the color table (the palette).
 Steganography Methods /Techniques
Some Steganography methods and techniques used for various image formats are described below. manner and then perform some addition and subtraction operations on pixels until the whole image get processed.
 Distortion Method
This method is used mostly on JPEG images. The secret bit is embedded using the distortion of the image and by calculating an error between original and stego image at the decoding stage in order to restore the hidden bits. The technique uses distortion functions and some error coding functions for Steganography.
 Spread Spectrum Method
Spread Spectrum radio transmission transmit messages below the noise level for any frequency level. This technique embeds secret bits in the noise and spreads secret data throughout the cover image. This technique can be merged with the error correction coding to ensure robust Steganography.
 Statistical Method
This method modifies the statistical property of an image for embedding. The cover image is divided into sub-images and one secret message bit is transmitted with a corresponding sub-image, transmitted in a way that the changes in statistical characteristics should not be visible.
 Adaptive Method
This method works for both spatial and transform domains. By using global statistical characteristics of the image, the method decides what changes can be done in the cover image, before processing the coefficients or pixels.
 LSB (Least Significant Bit Substitution) Method
Most common and popular method, in which LSB of a pixel is replaced by the secret message bit. Many modifications to the basic LSB substitution have been proposed, like the indicator method in [1] .
III. LITERATURE REVIEW BASED ON DIFFERENT IMAGE FORMATS
In this section, we review a number of reported works on image Steganography . We categorize the methods based on cover image formats like JPEG, RGB and PNG and their domain information. Fig.4 shows the overall classification criteria used in this paper. Table 7,  Table 8 and Table 9 summarize the JPEG, Bitmap, and PNG image file format based Steganography methods. These tables present different methods with the methodologies used for different image formats. In addition, we also summarize the databases used for experimentations.
A. JPEG Steganography -Frequency Domain
JPEG image format algorithms generally work in the frequency transform domain. They work on the rate at which the pixel values are changing in the spatial domain.
Frequency Transform domain further divided into two categories like high-frequency domain (deal with edges) and low-frequency domain (deal with smooth and plane area). Changes in low frequency are apparent, both DCT (Discrete Cosine Transform) & DWT (Discrete Wavelet Transform) can be used to embed the secret data into the coefficients. The frequency domain methods is more immune to attacks than spatial domain methods [22] .
The methods in [7, 10, 23] are based on DCT transformations. These techniques utilize DCT coefficients' relationships and STCs. Yang et. al. [8] proposed simple DCT method to insert confidential data into zero coefficients in a zigzag sequence of 8×8 DCT blocks. Work in [17] proposes a method which use bitplane encoding procedure multiple times and redundancy evaluation approach to increase hiding capacity. The work proposed in [11] is based on Integer Wavelet Transform (IWT). Literature review reveals that JPEG image format performs better in security aspects compared to all other image formats. .
B. Bitmap/RGB Spatial Domain Steganography
Bitmap image format algorithms commonly work in the spatial domain, it allows direct modifications in the cover image pixels. RGB algorithms provide high capacity but less security because image pixel can be modified directly as per the scene's curves and edges. Examples of RGB algorithms are LSB (least significant bit) substitution method, pixel indicator technique, optimal pixel adjustment procedure, secure key based image realization Steganography etc.
The techniques in [3, 4, 6] proposed Steganography methods based on a different style of LSB embedding, where the basic idea is to embed the message into the rightmost bits of pixel array sequentially or randomly without disturbing the original pixel value. However, one author also tried to insert small data in MSB [70] . Similarly the authors in [1] proposed Steganography method based on the pixel indicator technique with color intensity value. Pixel indicator technique consists of indicator channel and embedding channel can be ordered in RGB, GBR, BRG, GRB or BGR manner. Amirtharajan et al. [2] used both LSB and pixel indicator technique to enhance more security.
C. PNG Palette Base/ non Palette Base Domain Steganography
There are two methods to embed data bits in PNG images, either one can insert data bits into pallets or can insert data bits into the image data [11] . The first method palettes based is probably easy to implement but having less capacity to store data based on palette size. Palette of 256 colors can scramble only 210 bytes. It is difficult to store even one bit since it can easily distinguish image with and without the secret message. By ordering, the colors of the palette in some way the encoder encodes the hidden message in a palette of PNG. Whereas, second method image base of embedding offers more capacity but difficult to implement security. It is possible to embed one bit, 2 bits, 3 bits up to 7 bits in a per pixel of image data without disturbing the image. Works proposed in [11, 12, 13, 14] are based on palette-based PNG images and they used palette mode to insert secret data. Opening and saving operation generally preserve the ordering of colors in the palette based PNG images and therefore embedding secret data in PNG palette based mode is a good example of robust Steganography; whereas [9, 13, 61] presented PNG Steganography for storing secret data in image data mode. Review, detail summary of Steganography algorithms has given in Table 9 . Method presents secure and confidential embedding using encrypted voting system.
Used HELib library for experimentation, results on 100 votes.
Sengul Dogan [73] The reported work presents data hiding pixel pair's algorithm by using chaotic map for JPEG images to insert the bits in coefficients. This research presents Steganography using parallel images for more capacity. Distribution method which avoids embedding in smooth regions is used for better performance.
BOSSbase ver.1.01 database is used which contains 10,000 grayscale 512 × 512 pixels images, ensemble classifier steganalyzer is used for Performance evaluation. Denemark, T., & Fridrich, J. [64] This research introduces a novel Steganography method. The scholar used two same scene images for Steganography to ensure more security. J-UNIWARD costs function is studied with images by adding AWG noise.
JPEG image of the same scene is used from .BOSSbase 1.01 images.
Wang, Z., Yin, Z., & Zhang, X. [65] In this research, the author proposed a novel distortion function for JPEG steganography, which depends on the magnitude of DCT coefficients and used STCs (syndrome trellis coding) method to embed secret data. 512 × 512 pixels sized JPEG images are used for experiments from BOSSbase ver. 1.01. All the images are compressed into JPEG domain with quality factor QF = 75 and QF = 95 at first, and then are adopted as cover for experiment comparison. The payloads used ranges from 0.05 to 0.5 bpnzac KUMAR, DR SUSHIL. [71] Tuneable Q-Factor Wavelet Transform (TQWT) and a self-synchronizing variable length codes: T-codes.
Lily, Lena, Pepper Baboon grayscale scale images of size 256 × 256. Simulations are done using MATLAB 10.0. Moradi, M. [49] This article proposed Steganography based on 3D face images, Cover Images are changed and resized into to 464×464×3 dimensional images Arshiya .T and Abdul Rahim [24] Reversible data hiding in encrypted image Steganography. Considered patch-level sparse representation for hiding data Four images Lena, Airplane, Man, and Crowd transformed into gray-level sized 512 × 512 and BOSS Base gray-levels images with size 512 × 512. Pandey, Sarita, and V.Parganiha. [46] Here AVI (Audio Video Interleave) data hiding procedure is presented. Data inserted into DCT higher order coefficients of AVI frames. Secret data is inserted using R channel after DCT After performing block DCT on video frames. In a particular frame embedded 16 bits per 8x8 DCT higher order coefficient.
Taken traffic.avi as a cover or host video and all frames are extracted (28 frames 
Reference Methodology Data Used
Arshiya .T and Abdul Rahim [24] Reversible data hiding in encrypted image Steganography. Considered patch-level sparse representation for hiding data.
Four images (Lena, Airplane, Man, and Crowd) transformed into gray-level sized 512 × 512 and BOSS Base gray-levels images.
Pradhan. A., Sekhar. K. R., & Swain .G. [60] In this scheme, two variant is proposed PVD( pixel value differencing ) for 2 × 3 and 3 × 2 pixel blocks Tested images (Lena, Peppers, Baboon and Jet) are collected from SIPI DATABASE. 140000 bits are used for embedding. Yang et. al. [8] JPEG RDHC (Reversible Data Hiding Scheme) method to insert confidential data into zero coefficients in a zigzag sequence of 8 × 8 DCT blocks. They used and altered only AC coefficients block of sequence in the middle frequency.
6 grayscale test images, 512×512 Lena, Peppers, Airplane, Boat, Baboon, and Zelda.
In the experiments, a series of pseudorandom. Binary numbers are used as the secret data to be embedded into the cover images. NancyGarg, Kamalinder Kaur [27] This technique has implemented using Progressive Exponential Clustering algorithm is used for Steganography. Secret data is converted into the integer value. Then it is encrypted and embedded into the 2D or 3D cover image using transform method.
Text data is used to hide in 2D or 3D cover images.
Pan, Y., Ni, J., & Su, W [44] JPEG Steganography scheme called IUERD (Improved Uniform Embedding revisited Distortion) is proposed using the mutual correlations among DCT blocks.
BOSSbase1.01database grayscale, sized512 × 512, JPEG images using quality factor 75 and 95 are used for experimentation. payloads data set are 0.05, 0.1, 0.2, 0.3, 0.4 bpnzac Zhang, Yi et al. [7] Compression resistant adaptive Steganography algorithm based on STC coding (Syndrome Trellis Coding) and distortion function.
Hiney, et. al. [9] Hide and seek Steganography technique for Facebook images. Only the high resolutions images are used by them to hide some secret text for Steganography operation. Only the high-resolution carriers were b capable to successfully transfer image payloads.
Different JPEG images of different size and resolution.
Holub, V., Fridrich, J., & Denemark [22] Universal design for distortion called UNIWARD (universal wavelet relative distortion) that can be applied for embedding in an arbitrary domain.
The boss base database, containing 10,000 512 × 512 8bit grayscale images and its stego embedded with fix payload. Holub et.al. [22] Steganography method suggested a Universal design for distortion called UNIWARD (universal wavelet relative distortion) which is applied for embedding secret data in an arbitrary domain.
512 × 512 8bit grayscale images used as a cover image and fixed payload used for experimentation.
Huang, Fangjun, Jiwu Huang, and Yun-Qing Shi. [21] The new channel selection rule is proposed to find DCT coefficients which may introduce low detectable distortion for data hiding. Three important elements considered. 1. (PE) perturbation error 2. (QS) Quantization. 3. (MQ) magnitude of Quantized DCT to be modified. 5000 DB images converted into grayscale, cropped into size 512 × 512, compressed JPEG5. Cover image with quality factor 80.
Wang, C. et al. [16] Used block entropy of DCT coefficients and STCs. Uncompressed grayscale images from Core Draw database for embedding and used. The work presents to transmit the secure data is based on CHAOS encryption technique. The aim of algorithm is to generate the secure key to encrypt and decrypt the message.
RGB different size images of size 128 × 128, 256 × 256 and 512 × 512.
Aditi Sharma, Monika Poriye, Vinod Kumar [70] an improved technique that uses pixel indicator method to hide secret data bits in most significant bits (MSBs) RGB Lena Peppers baboon and Nature images. A random text file is taken as an input. Albahar, M. A., et al. [42] The method proposed Bluetooth robust pairing model based on Steganography. To prevent the threat from MITM attacks during Bluetooth pairing, a key is generated both the ends and secret message safely embedded into an image.
Experimentation explained virtually using Bluetooth device and RGB image.
Bas, Patrick [26] Proposed Natural Steganography based on coversource switching, Noise sensor is used to model one source and message embedding is achieved by generating suitable stego signal which enables the switch. One-Time Pad encryption and Steganography (OTP) system can hide 25% message bits per image pixel. The one-time pad is implemented using LSB technique and by using exclusive-or (XOR).
Original photos taken with camera previously not encoded, full CMOS pixel sensor color variations throughout the image and used a different type of payload images.
Proposed Quantum Steganography technique, which hides a secret message into quantum images. The LSB technique is used for quantum images. Embedded 8 bit message in the 4 × 4 cover image (8 blocks).
Standard Lena, baboon, Barbara, peppers, cameraman gold hill images of size 128 × 128 are used as a cover image and message1, 2 text images are used as a data image.
Muhammad, K. et al. [4] Presented Hue Saturation Intensity (HSI) color space on LSB technique.
The standard bitmap color images used for experiments are Lena pepper baboon. Reddy, V.Lokeswara [5] Proposed canny edge detection method and matrix encoding for the Steganography technique.
The proposed mechanism will test the images imagination, Jupiter, flowers music money with different pixel sizes such as 32 × 32, 60 × 60, 64 × 64, 80 × 80 and 100 × 100 Srinivasan et al. [6] The algorithm designed for an android application like the smartphone, tab or portable device using LSB technique.
Cover image bitmap files and used MMS (Multimedia Messaging Service) messages as an input. Rama Kant Singh et al. [3] Combined different techniques, used descriptor SBD to identify the blocks. LSB layer is used to hide data and masked for more protection. Low silence region was chosen for embedding secret data.
Cover image size is 259 × 194, secure data size is L=13286 Bits, and block size is 16.
In the proposed technique color intensity (values of R-G-B) is used to decide the no of bits to store in each pixel using partition scheme Change channel value based on intensity.
Cover Image size 640 X 480, Bit depth: 24, No of pixels = 307200. Data File bitmap 150 × 117, Bit depth: 24 Data length = 150896 bits. Amirtharajan, et al. [2] Used (OPAP) (optimal pixel adjustment process) on stego cover. Applied Channel selection method, LSB insertion method with the modified version of pixel indicator method to reach targeted results.
Lena, baboon, Gandhi, and Temple of 256 × 256 color digital images have been taken as cover images, data size not defined. Table 9 . Summary of PNG Steganography Algorithms with Database used.
Reference
Methodology Data Used
Rojali, Salman, A. G., & George. [61] This research study presents PNG image Steganography using Modification VIGENERE Cipher, LSB method and Dictionary based compression method.
Data size of 18kb used for embedding. Birds, flowers, cloud and sand PNG images are used as a cover image.
Oktavianto, B., Purboyo, T. W., & Saputra, R. E [69] This research presents PNG Steganography using spectrum method with LSB method. Firstly convert the image into 3x3 pixels then by finding the value of RGB they convert it into binary form and insert the characters.
x pixel PNG image & characters data.
Wai Wai Zin [13] Combining the LSB technique with RC4 algorithm and BBS (Blum Blum Shub) generator.
WaterliliesMsg PNG image as a cover image and plain text as a secret message. Chen, Yung-Fu et al. [14] Used K-means algorithm for 'training the Palette'. Euclidean distance is used to measure the dissimilarity between the pixels (vectors and clusters). The secret message gets inserted into the true color value of pallet in raster scan method from left to right top to bottom.
Lena, pepper, baboon 512 × 512 images.
Fridrich Jiri [11] Palette-based Steganography method inserted only one bit in one pixel of its pointer to the Palette. They selected pixel randomly using seed and shared key and searched palette's closest color to insert a bit to embed.
"Mandrill" (baboon) image of size 512 × 512.
IV. COMPARATIVE ANALYSIS
This section presents critical comparative results of some of the reported image Steganography methods for various file formats. The aim of comparitive analysis is to measure the performance of various methods using uniform experimental settings. This approach may provide guidelines for researchers willing to improve the existing methods.
We perform analysis of existing methods based on some parameters like stego image perceptibility, technical properties and security aspects. The following criteria are used to assess the various methods.
A high PSNR reading indicates the better quality of a stego image: above 40db PSNR stego images can be considered as good quality images. PSNR readings for different methods are given in Table 10, Table 11 and  Table 12 . Their comparisons are shown in Fig. 5, Fig. 6 [6, 14, 21] have used secret data length of 4096 bits only, whereas [59] have used 35,160 bits, almost eight times larger data length and still shows higher PSNR values than methods in [6, 14, 21] . Similarly, Table 11 and Fig. 6 show PSNR readings for BMP image format based Steganography methods in [1, 2, 19, 20, 67, 68, 70] . It is clear from the table and graph, that the method in [67] has much better performance for bitmap versions of Lena, Pepper, and Baboon images as compared with all other methods. Table 12 and Fig. 7 show comparisons of palette based PNG Steganography methods like CHEN et al. Scheme, EZ-stego and Fridrich Scheme as described in [14] . EZ stego scheme shows very low stego image quality after inserting only few secret data bits into the Palette. Method [16] inserts little more data bits into the image data of PNG image, with increase in PSNR. Fig. 8 demonstrates the comparison of percentage PSNR values of a number of RGB/JPEG/PNG image based Steganography methods. As can be seen in Fig. 8 , PNG image stego methods can store less number of bits and have poor stego quality image. JPEG image steganography methods give better security in terms of perceptibility and provide better capacity than PNG stego image methods. Bitmap images stego algorithms offer high PSNR with high capacity. The performance comparison of RGB/JPEG/PNG image Steganography format based on their technical properties is provided in Table 13 . It also gives the idea and example of actual logic used by different Steganography methods to embed secret data bits. Some Steganography methods use hybrid approach to embed the secret data bits. The hybrid method (combination of two domain) provides more security but complexity level is very high. The overall analysis in Table 13 
